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Everything begins with a plan and GDPR 
is no exception. That’s why I felt it would 
be helpful to give you one to start with, 
enabling you to take clear steps towards 
GDPR compliance for your marketing.

GDPR represents a wonderful opportunity to 
engage with your contacts. Leverage this.  Use 
this Action Plan as a guide to step through actions 
with your marketing team. Depending on the email 
marketing tool, CRM, marketing automation and 
lead generation forms that you are using, there 
may be certain specifics that you need to dive 
deeper into. However, it’s all about transparency 
and accountability for your data processing. If you 
are delivering marketing that your contacts have 
consented to, and you are transparent about your 
activity, you are doing well.  

No two organisations are alike, so use this 
document as a guide. It is essential to gain ‘buy in’ 
from key people in your organisation. You will most 
likely need to  create new procedures in order to 
handle what is required by GDPR. New procedures 
take time to ensure that everyone is aware of what 
is happening and what part they play. 

Do the right thing, be transparent and look to gain 
trust. I hope you find this guide useful. 

Kim Moore
Marketing Strategist 
KG Moore

FIRST STEPS
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As marketers, GDPR is our opportunity to 
develop trust with customers as we convey 
how we wish to use their data - for their 
benefit. Imagine what this can do to your 
open rates and click through rates!

Let’s first begin with some basic principles. I 
won’t dwell much on this as you can find plenty of 
information directly from the OCI. GDPR is not just 
about permission-based marketing and emails. It 
is about how organisations obtain, store and use 
personal information - personal data. 

The aim of GDPR is to help individuals take control 
over their personal data - to establish trust 
between people and data users. It isn’t just about 
technology, therefore GDPR applies to paper files, 
files in cabinets, contact lists on phones, telephone 
calls, direct mail, contact information held in your 
CRM system, databases, spreadsheets, and email. 

GDPR PRINCIPLES

GDPR does not distinguish between  business-to-
consumer and business-to- business. However 
PECR (Privacy & Electronic Communications 
Regulations) does. This is why t is important to 
remember it works in tandem with GDPR. This is 
an opportunity to improve communications, build 
trust and increase engagement with customers. 

This document does not provide actions for HR 
or data security. The aim of this action plan is to 
provide guidance for marketers. 

There are big consequences of non-compliance 
with GDPR. Breaches can result in huge fines up 
to 4% of your turnover or 20 million Euros. But, do 
you need to worry? As long as you are transparent 
and can be accountable for your processing, good 
intent will go a long way. 

Treat GDPR as a cultural shift. A shift in the way 
your entire organisation treats data. Although I am 
providing you with a checklist, GDPR needs to be 
much more than just a box ticking exercise. It can 
be a means of creating competitive advantage, 
through transparency and building trust. 

GDPR is an opportunity to develop trust 
with customers as you convey how you 
wish to use their data - for their benefit
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There needs to be clarity around who is 
responsible for your marketing data. The 
type of marketing you do will highlight 
who is handling your data, so make sure 
responsibilities are known.

Who is the Data Controller - This is the person 
who determines the purpose and the manner 
in which data is being held. This person takes 
ultimate responsibility. There is a great emphasis 
on the need for the data controller to take greater 
accountability.

Who are your Data Processors - This is the 
person or organisation that processing data on 
behalf of the Controller. This could be YOU, a 
mailing house, marketing agency, call answering 
service provider, or telesales agency. This could 
also be an organisation that has received leads 
from a partner. It also includes your technology 
platforms such as your email marketing system. 

This is something that your company will need 
to do for all aspects of GDPR. Make sure you 
understand where you fit into the wider picture 

of GDPR compliance. It would be good practice 
to create a contract between data controller and 
data processor. How you accept lead data from 
partners or customers also needs to be reviewed 
and follow a process. This will support you if 
anything goes wrong. Make sure processes are 
clear - and follow them.

TIME TO TAKE ACTION

Identify who is in Control  
of your Marketing Data

Identify a Data Controller 

Identify all Data Processors

Ensure data processors are 
GDPR compliant

Have data processor 
agreements in place

1
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Conduct a Marketing 
Information Audit

Review how data is collected and 
stored

Is data up to date? 

Identify a data source for all data.

Delete what you don’t need.

Do you have consent?

Is your data secure? 

Check your email data against email 
preference service

Check your postal data against the 
Mailing Preference Service (MPS)

Check Telephone data against the 
Telephone Preference Service (TPS

2

Conducting a marketing information audit will help 
you to gain a clear understanding of what data you 
hold. A big part of this task will involve questioning 
if you need all of the data that you hold. 

Start by keeping a record of what data you 
collect and where. Categorise the type of data 
and the purpose of processing it. Also document 
your lawful grounds for processing the data. 
DOcument the volume of data that you hold and 
your retention period. If you transfer any of your 
data to anyone, document this along with the 
safeguarding measures during data transfer. 

If you hold any sensitive data, you will also need to 
conduct a data protection impact assessment. 

Don’t panic. This is a good thing! It will enable you 
to gain a clear view of your data and put you in full 
control. 

Conducting a marketing information audit is a useful exercise for GDPR 
compliance. Now’s the time to be clear on what data you collect, how you 
process it and who you share it with. Remember, data is collected by both 
people and technologies.
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Determine your Lawful 
Grounds for Data Processing

  Update privacy policy with 
 your lawful grounds for processing

  How do you process it? 

3

Contractual
Certain data is required to process orders and 
make delivery of products and services. This is a 
must to meet contractual obligations. 

To fulfil obligations 
Personal data can be held in order to fulfil 
contractual obligations. 

Informed Consent
Personal data collected with permission in order 
to send requested information. This applies to 
document download and email marketing lists. 

To pursue Legitimate Interests
This can include the collection and use of 
personal data for marketing purposes if certain 
conditions are met. The main criteria is that 
the data is essential for achieving commercial/
business objectives.  A thorough Legitimate 
Interest assessment needs to be conducted to 
determine if it is ok to hold the data. Also, make 
sure your data suppliers are GDPR compliant.

Vital interests
The processing is necessary to protect 
someone’s life.

There are 6 lawful grounds for processing data. The requirement for having legal grounds 
for processing data is not new. However, the GDPR requires you to be more accountable 
and transparent about your legal basis for processing data. Updating your privacy notices, 
clearly stating how you process data and why is essential. For most businesses, there are 
four types of permissible processing that is most applicable to their business.

Public task
The processing is necessary for you to perform 
a task in the public interest or for your official 
functions, and the task or function has a clear basis 
in law.

You should identify the 
lawful basis for your 

processing activity in 
the GDPR, document it 

and update your privacy 
notice to explain it.
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Conduct a Legitimate  
Interest Assessment

  Conduct a Legitimate Interest 
 assessment

  If in doubt, delete

  Create a data retention and 
 destruction policy

4

When sending marketing on the basis of Legitimate 
Interest, you must provide evidence of your 
thinking, and documentation for your legitimate 
interest assessment. Until we have instances of 
case law, this is open to a lot of interpretation. 

I think the most important question you need 
to ask is, “Would the customer expect to be 
receiving this communication from us?”. This is 
the clearest way to determine if Legitimate Interest 
is valid. If you are showing that you are doing your 
best and looking to do the right thing, you are in a 
better situation if a complaint is ever raised. 

Legitimate Interest offers a flexible risk-based approach to marketing 
when clear consent has not been gained. 

Would the customer expect to be  
receiving this communication from you?



8 9

Gain Informed  
Consent

  Review how you seek consent

  Review all marketing 
 downloads from your website

  Update your consent policies 
 and privacy policies. 

   Update the Cookies Notice  
 on your website

5

The ICO advises that now is the time to refresh 
existing consents if they don’t meet the GDPR 
standard. Consent must be freely given, specific, 
informed and unambiguous. 

You must provide a clear data policy that explains 
the data you are collecting and how it is processed. 
This must be in plain English and not in legal terms. 

People need to be aware of what they are 
consenting to. Don’t complicate it. 
Pre-ticked boxes are invalid. People must give real 
consent by ticking the box. 

Consent requests must NOT be bundled. This 
means you need separate opt-in lists. 

Consent must be documented. You need to 
examine this process and ensure there is a clear 
audit trail for consent. 

Read the detailed guidance the ICO has published 
on consent under the GDPR, and use their consent 
checklist to review your practices.

GDPR sets a very high standard for consent. It is critical to review how you seek, record and 
manage consent and whether you need to make any changes. Consent must be informed.
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Understand your  
Opt-in Types

  What opt-in types are you 
 using for your marketing lists? 

  Review your email marketing  
 tool Preference Centre set up

6

Opt-in Type Unknown
An unknown opt-in type means just that - you 
don’t know how these contacts have been sourced 
or if they willingly opted into your campaigns.  
Unknown opt-ins most commonly occur when you 
either bulk import contacts or sales team members 
individually add contacts to your address books. 

Single Opt-in
A single opt-in type means that new subscribers 
are added to your list as soon as they complete 
your subscribe form. When someone signs up 
through a subscribe form, their email address is 
automatically added to your list without any extra 
steps. They weren’t asked to confirm their email 
address.

Double Opt-in 
A double opt-in type, also known as a verified opt-
in, means that, before contacts can receive your 
campaigns, they must click a link in a confirmation 
email that you send them after they opt in. When 
contacts click this link, you know that their email 
address is correct and they have confirmed their 
intent to subscribe.

There’s no hiding from it - you need to understand opt-in types and which ones your 
marketing team is using.  It’s your responsibility to make sure that you can legally hold the 
contact details and market to them. 

Soft Opt-in
A ‘soft opt-in’ is typically related to existing 
customers, assuming that they bought something 
from you recently, gave you their details, and 
did not opt out of marketing messages - so they 
are probably happy to receive marketing about 
similar products or services. However, you must 
have given them a clear chance to opt out – both 
when you first collected their details, and in every 
message you send.
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Organise your Lists  
and Segments

 

  Organise email lists and segments

  Plan for targeted lists...

  Blog updates

  Offers and discounts

  Service and account  updates

8
The days of sending an email blast to your 
entire database are over. You must start thinking 
differently. Consider the different types of content 
that you develop for different stages of your 
customer’s journey. Consider what is relevant 
to them and what they feel is of value. Don’t just 
churn out poor content that talks about yourself. 
The content that answers their questions and helps 
them be successful in their role is what they want 
to hear about. 

Ensure Visible  
Opt-out

Update email footers to ensure 
opt-out is always available

7

Be clever. Don’t just have one unsubscribe option. 
You’ll wipe out all the contacts that you can market 
to that way. Make sure your data is organised into 
lists and segments. 

Make sure that you provide people with the opportunity to opt-out when you receive their 
contact information and that you give them the opportunity to opt-out when you send 
them subsequent messages.

Segments enable you to deliver targeted information that is of value to the person you are 
sending it to. This is what marketing is meant to do. 



12

Send Appropriate 
Communications to your Lists 

Keep up  
to date

“GDPR preparation doesn’t end on 25 May 
2018 – it requires ongoing effort. It’s an 
evolutionary process for organisations 
– 25 May is the date the legislation takes 
effect but no business stands still. You will 
be expected to continue to identify and 
address emerging privacy and security 
risks in the weeks, months and years 
beyond May 2018.”   Elizabeth Denham  

9

10

There are many things to consider here and many 
approaches you can take. Make sure you have a 
clear communication strategy. Start with a plan 
based on the different categories of data that you 
hold along with the lawful ground of processing 
for each. 

Privacy laws will continue to evolve, particularly 
with the e-Privacy Regulation updates, which are 
expected between October 2018 and April 2019. 

Make sure to keep your processes and data up-to-
date. The result will be more engaged contacts in 
your marketing list. 

Let your customers know that you’ve updated your privacy policy and how you process 
their data. If you are relying on consent as your lawful grounds for processing some data, 
check if your your pre-existing consents were GDPR compliant. 

GDPR is just the next step in improving transparency and giving 
individuals more control over their personal data. 

  Plan a clear comms strategy to 
 simply inform, or to seek 
 permission where necessary. 

Elizabeth Denham was appointed Information 
Commissioner in July 2016. Her key goal is to 
increase the UK public’s trust and confidence in 
what happens to their personal data.
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SUMMARY ACTION  CHECKLIST

   Make sure everyone is aware of GDPR and 
 what it means. Tell them about your  
 marketing Action Plan. Gain buy-in from key 
  stakeholders and management. 

   Train and educate all staff. Communicate to all 
 staff about data capture, data processing and 
 GDPR requirements. This must be ongoing, 
 not just one session. 

   Perform a marketing information audit. 
 Document what you hold, where it  came from 
 and who you share it with. 

   Determine your lawful basis for  
 processing data. 

   Conduct a legitimate Interest assessment. 

   If in doubt, delete data.

   Identify a Data Controller. 

   Identify all Data Processors.

   Ensure data processor agreements are  
 in place.

   If you hold sensitive data, conduct a data 
 protection impact assessment.

   Specify how data is collected and what is 
 recorded. Explain how it will be used. 
 Also explain who the data can and cannot be 
 passed to. 

   Create a data retention and  
 destruction policy.

   Review all marketing downloads from your 
 website  - how data is collected and 
 processed.

   Review your email marketing tool Preference 
 Centre set up.

   Review how you gain consent. Review all opt 
 in lists and how they are used.

   Update email footers to ensure opt-out is 
 always available.

   Create a contract between data controller 
 and data processor. How you accept lead data 
 from partners needs to be reviewed and 
 follow a process. 

   Ensure data suppliers and other vendors  
 are GDPR compliant.

   Plan for permission based lists

   Create a clear customer and prospect  
 comms plan: 

    Updating our Privacy Policy.  
          How we will hold and process your  
          data under GDPR

   How data is imported into CRM systems needs 
 to follow a process with a clear need for data 
 source to be added to all new records. 

   Confirm audit trail for data opt-ins.

   Keep abreast of changing privacy and  
 security issues.

   Update Consent policies and privacy  
 policies - in plain English.

   Update the Cookies Policy on your website.

   Install A Cookie’s Notice on your website.
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REFERENCES

ICO GDPR Consent Guidance 

https://ico.org.uk/media/about-the-ico/
consultations/2013551/draft-gdpr-consent-
guidance-for-consultation-201703.pdf

ICO Preparing for the GDPR: 12 steps to  
take now 

https://ico.org.uk/media/for-organisations/
documents/1624219/preparing-for-the-gdpr-12-
steps.pdf

 Elizabeth Denham GDPR blog series 

https://iconewsblog.org.uk/category/Elizabeth-
Denham/

ICO Helpline service 

Aimed at people running small businesses or 
charities. To access the new service dial the ICO 
helpline on 0303 123 1113 and select option 4 to be 
diverted to staff who can offer support.

ICO Self-help Checklist for Direct Marketing

https://ico.org.uk/for-organisations/resources-and-
support/data-protection-self-assessment/direct-
marketing/

DISCLAIMER

This Action Plan is based on my best understanding of GDPR.  We have taken reasonable care in 
preparing this information, referring to the ICO for full information. We are not lawyers and nothing 
in the action list should be taken as legal advice. KG Moore can not take responsibility for the 
consequences of you implementing any of the suggestions made in this document. It is always 
suggested to work with your legal team.
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ABOUT KG MOORE
KG Moore offers strategic B2B marketing - a fresh 
perspective and senior expertise that makes 
marketing drive your business growth.  

We’ll guide you through the entire process, from 
defining a marketing strategy and finding your 
competitive advantage to mapping out and 
implementing your marketing plan. We’re also proven 
specialists in Buyer Insight, helping you understand 
what your customers really think and need.

When you work with us, your marketing goals 
become our own. We’re driven to help you deliver 
the products and services your customers need, 
communicating clearly right across the customer 
lifecycle. As result, we become active partners to help 
you achieve your growth objectives.

ABOUT ACTION PLANS
Covering various topics, KG Moore Smart Marketing 
Action Plans are designed to support marketers 
and businesses with the ongoing challenges of 
strategic marketing in a multi-channel world.

Action Plans are designed to provide clear guidance 
on what to do, developing your marketing skills and 
building confidence. Then, we can help you put your 
plan into practice.

In Colchester, KG Moore also provides workshops 
where delegates can learn under Kim’s leadership. 
With one-to-one guidance and coaching, you’ll be 
taken through the Action Plan and getting the work 
underway. It’s a way to tick a few items off your to-do 
list in just a few short hours.

KG Moore
Suite 7
340 the Crescent 
Colchester, Essex
CO4 9AD

www.kgmoore.co.uk
tel 01206 848 458
email info@kgmoore.co.uk


